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Sharing data with collaborators is a complicated task that is nonetheless fundamental to academic research.
We present the results of two studies investigating data sharing within academic scientific collaborations, as
well as a system called DriveGroups designed to facilitate data sharing. First, we observed and interviewed
38 academic researchers engaged in collaborative research about their data sharing practices. We found that
these researchers struggle to manage access to data, especially when different types of collaborators (e.g.,
students, co-principal investigators) require different access settings. In response, we built DriveGroups, a
Google add-on designed to alleviate participant challenges with access control, and compared its usability to
unmodified Google Drive. DriveGroups allows users to manage file access from two separate perspectives:
1) the traditional file perspective and 2) a role-based group perspective, which simplifies the data sharing
process. DriveGroups matched or outperformed unmodified Google Drive in terms of usability, access control,
and transparency, and will help scientists advance high-impact academic research.
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1 Introduction
Generating and sharing large amounts of data enables academic scientific collaboration [1, 39],
but it poses significant challenges due to diverse data characteristics and methodologies across
disciplines [5, 15, 50]. Managing research data differs notably from other data-sharing practices; it
involves ensuring data integrity and reproducibility, enforcing strict quality control for publication
readiness, and handling extensive metadata for detailed contextual understanding [26]. Research
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Fig. 1. Google Drive’s sharing interface requires users to navigate a series of steps (a & b) for each individual
user and file to grant different levels of access to files in a directory. DriveGroups (c) allows users to create
reusable settings for groups of collaborators.

data management also requires adhering to ethical and regulatory standards, especially with human
subjects or sensitive data, and addressing requirements of grants for public accessibility and long-
term storage. Moreover, collaborations often span multiple disciplines, necessitating interoperable
data formats and a grasp of varied terminologies [39].
While numerous bespoke technologies have been created to support publicly sharing finalized

data, the confidential nature of unpublished data makes use of these systems for internal data
sharing impractical. Furthermore, prior work shows that data sharing is a complex process facing
challenges including risks of theft, peer competition, and misinterpretation [6, 14, 31]. Prior work
also indicates that data sharing within scientific teams is not always adequately supported by
current technology [39]. Thus, it is clear that in order to further develop technology to support
collaborative data sharing, we must first understand the challenges faced by academic scientists as
they share data within their research groups.

In this paper, we explore the challenges associated with data sharing within academic scientific
collaboration through interviews and observations of data sharing practices with 38 researchers
from a variety of academic fields. Our preliminary study in this paper revealed that academic
researchers tend to use off-the-shelf products (e.g., Google Drive and Dropbox) due to the increasing
level of expertise needed to utilize sophisticated file-sharing systems, such as FTP sites. However,
little research has focused on the challenges surrounding scientific data sharing within these types
of collaborations when using off-the shelf systems, making this paper one of the first to tackle
modern data sharing with this domain.

We identified key challenges in data sharing practices with regards to access control, and utilized
the key insights from our preliminary study to design and implement DriveGroups. DriveGroups is
an open-source system (shown in Figure 1) that facilitates data sharing between collaborators by
allowing users to manage file access from two separate perspectives: the traditional file perspective
and the role-based group perspective. These dual perspectives simplify the data sharing process
by facilitating role-based, fine grained control. We further evaluated DriveGroups by performing
a laboratory study with 18 researchers to directly compare DriveGroups and Google Drive with
regards to usability, access control, and transparency. From these studies, we derived implications
for the design of future data sharing systems.

Thus, the main contributions of this paper include:
• new knowledge surrounding the challenges and practices of scientists when sharing data
within collaborations,

• a system, DriveGroups, designed to facilitate data sharing, and
• implications for the design of future data sharing systems.
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2 Related Work
Most research on scientific data sharing has focused on sharing with non-collaborators [16, 20, 21,
24, 38, 46, 49, 50, 52], and the public [12, 18, 22, 23, 35]. Some additional research has focused on
data sharing strictly from a security, rather than user-centered, standpoint [11, 25, 47, 48] or how
data is structured, published, and discussed rather than shared [32]. As the focus of this project is
on sharing within scientific collaborations, we concentrate on internal data sharing in this context,
including challenges and existing tools.

2.1 Sharing Data within Scientific Collaborations
A large number of studies investigating scientific data sharing focus on public dissemination of
data [23] or distribution to non-collaborators [21, 38, 52]. One study that focuses on data sharing
within collaboration is the investigation conducted by Borgman et al. on the data sharing dynamics
between scientists and technology experts affiliated with the Center for Embedded Network Sensing
(CENS). Borgman et al. found that the data needs and applications of the two parties at CENS are
complementary, competing, and interdependent [8]. Both teams required knowledge of the other’s
domain to implement accurate scientific standards and uncover patterns in the data. However, their
differing research questions and methods resulted in a limited ability to recombine each groups’
data for later use.

In the realm of planetary science, Vertesi and Dourish observed collaboration within two NASA
mission teams [51]. Due to variations in attitudes regarding data collection methodologies, they
found that attitudes towards data sharing varied between the two teams; one team viewed data
as a group resource and freely shared the data with internal collaborators, while the other team
was more cautious. Vertesi and Dourish concluded that the organizational culture dominating data
collection is the key difference affecting data sharing.
Another example is the case study conducted by Buckeridge et al. on a community/university

collaborative research project in Toronto, Canada. Buckeridge et al. developed a geographic infor-
mation system for ready access to routinely collected health data, and studied the collaboration
process that involved the use of such a system [10]. Among other findings, they mentioned that
some data holders were reluctant to share their data, out of concern for privacy and data ownership
once the data was released. To avoid adding to such concerns, data sharing tools should promote
transparency and access control, so that users are clear about and have control over who has access
to their data. With that said, the study focused on the collaboration between university researchers
and community collaborators, and the developed system specialized in sharing of community
health information. It is therefore different from our focus on collaboration within academia and
tools researchers across disciplines use to share data. Similarly, work by Langmead and Nellore
described the cloud computing model in collaboration, focusing solely on genomic data sharing
and analysis [33]. Their work can hardly be generalized to inform how researchers who do not
work with genomic data share data in practice.

The collaboration of data scientists and other science researchers has become an essential factor
in investigating complex scientific problems. However, these partnerships often face challenges
that call for a more user-focused design [36, 43]. Mao et al. analyzed the lack of common ground
found between heterogeneous teams of interdisciplinary research teams. They found that a key
challenge lies in the disagreement between what, how much, and with whom information should
be shared [36]. Edwards et al. pointed out that metadata can lead to frictions for researchers with
different backgrounds, thus impeding the collaboration process [19]. Jin and Ahn suggest that
existing systems experience these breakdowns due to ambiguous data management controls, and
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the resource owner should have complete authentication of all collaborators [27]. As such, access
controls should be comprehensible for one person.
Prior work investigating user interfaces for data security software suggests existing systems

are too complicated to be used effectively and often lead users to make mistakes when controlling
access [28, 37, 43, 53, 56]. Smetters and Good [43] found that users with sharing rights rarely adjust
access permissions on files and prefer to inherit the default permissions, suggesting confusion
with existing systems. Additionally, collaboration in scientific domains is highly dynamic, and
strict systems make editing permissions complicated [27]. Strict access control regulations by
institutions and by the systems themselves lead data owners to desire more fine-grained settings
to keep their data secure. A dominant issue is the lack of transparency in existing access control
systems. Although users frequently interact with these systems to create or modify permissions,
they largely reported difficulty in setting permissions, a preference for interface feedback, and
desire for their documents to reflect the set permissions [53]. Johnson et al. [28] called for a system
that prioritizes transparency in responsible parties for changes to both the data and the access
permissions, a guarantee of security, and an easy-to-use interface.

These prior works suggest that future systems must promote transparency to allow users to see
how their permissions are affecting their data. Collaborators require meticulous access control
software to control the utilization, representation, and management of their data in order to work
successfully. However, there are two deficiencies in this body of prior work. First, most of these
studies are not current or recent, and therefore do not necessarily represent the status quo of data
sharing. This is especially true considering the emergence and development of new data sharing
tools. For example, most works have not discussed online sharing drives such as Google Drive,
which, as Section 3 will show, were identified by our preliminary study as the most commonly
used data sharing tool in academic collaboration nowadays. Second, prior works also lack an
understanding of how attitudes towards data sharing affect the development of software. The study
by Buckeridge et al. [10] might be an exception, but their investigation focuses solely on sharing
community health information, without offering broader insights into data sharing in general.
With these deficiencies in mind, we hope to provide a clear and relatively up-to-date account of
data sharing challenges researchers encounter, as well as to bridge the gap between understanding
attitudes regarding access control and deriving implications for the design of new systems to
support data sharing.

2.2 Existing Tools for Data Sharing in the Sciences
In 2015, Morrison-Smith et al. [39] indicated that life scientists primarily utilize FTP/SFTP systems
and physically mailing hard disks when they share data within collaborations due to the size of
their files. However, prior work investigating access control within FTP/SFTP systems has been
limited to the exploration of security and preventing unwanted access rather than usability [54, 55].
In the nearly ten years since the publication of Morrison-Smith et al.’s paper [39], off-the-shelf
technologies such as Google Drive and DropBox have significantly increased their file-sharing
limits. Furthermore, anecdotal evidence suggests that these are now popular methods for sharing
data internally in the sciences.
Dropbox features a role-based sharing system with Dropbox Groups. This system allows an

administrator to create, manage, and share folders with approved users; however, individual files
cannot be shared with a group. This has the potential to lead to wrongful permissions sharing,
where users are mistakenly given access to sensitive data. The system also does not have a method
for viewing all folders shared with a particular group. This may lead permissions to remain with
groups of users after their collaboration on a project has finished [17].
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Google also seems to offer a potential solution with its Google Groups software; however, sharing
files through this architecture is cumbersome. In order to share a file using Groups in Google Drive,
the user must open Google Groups – a distinct software from Google Drive – and create a separate
account, then create a group and manage accounts, and finally navigate back to Google Drive
to share the desired content. The system lacks transparency, as users cannot view nor manage
group members within Google Drive itself. In fact, the sole benefit of using Google Groups to
share files is the facilitation of adding and removing emails. When managing file access, groups are
presented as email addresses (“group_name@googlegroups.com”) and members of each group are
not indicated, which adds to the difficulty of confirming who has permissions. Therefore, the use
of Google Groups could create barriers to transparency of the access different collaborators have,
with transparency being a significant aspect of users’ need for data sharing tools [29, 45].

Borgman et al. [7] studied the suitability of software-as-a-service technology (i.e., applications
like Google Drive delivered over the internet, typically licensed as a subscription) for collaborative
data sharing in small and medium-sized laboratories and concluded that the basic features of
software-as-a-service tech are beneficial in terms of reducing costs, labor, and the need for tech
support. Their study also identified several systems that are currently being used for data storage
and sharing, including Dropbox. However, we suspect that these solutions may not be well-suited
for managing the environmental information necessary for sharing scientific data. Thus, given
the changing landscape of data sharing methods, there is a need to investigate data sharing in the
sciences from a user-centered approach.

3 Preliminary Study: Exploring Access Control Challenges Within Collaborations
The goal of this study was to clarify the issues identified in prior work associated with access
control when sharing data with collaborators in the context of scientific research. We conducted
semi-structured interviews and observed scientists from a broad range of disciplines sharing data
to investigate the mechanisms that result in a lack of transferable access settings, poor system
visibility, and inconsistent ownership over files in institution-agnostic data sharing systems (e.g.,
Google Drive). By doing so we aimed to infer how scientists share data and understand their needs
in order to develop our system. The primary purpose of the preliminary study was to understand
the broader challenges and needs in group-based data sharing. As outlined in Section 4, we later
developed a system named DriveGroups with awareness of the challenges researchers encounter.
The results of this preliminary study thus informed the design of DriveGroups.

3.1 Method
Four investigators conducted semi-structured interviews [34] with scientists either pursuing or
having completed a PhD in relevant fields and observed their software usage to examine the
challenges faced when researchers share data within collaborations. While sharing files enables
collaboration, the type and goal of scientific research dictates the nature of data sharing. Thus,
we interviewed academic researchers from a variety of fields and asked them to contextualize
data sharing with regards to their specific research goals. The participants in this study were 38
researchers aged 23 to 64 (M = 37.95, S.D. = 8.83, 19 female) from 14 universities, colleges, and
research institutions located mainly in the United States, with some additional participants located
in Canada, Australia, and China. Participants were randomly assigned a three digit identifier (e.g.,
P105), which was used to anonymize the data. We used data saturation [4] to establish our sample
size (i.e., data collection was terminated once further sessions resulted in minimal new information).
We recruited two participants who publicly made “Ask Me Anything” posts on science discussions
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on Reddit [42]. The remaining participants were recruited via interdepartmental email or word-of-
mouth. Each participant had or was pursuing a PhD in a scientific discipline (Table 2 in Appendix
A) and was part of at least one research project involving data sharing across collaborators.

Interviews with 12 of the participants occurred in their primary workspace, one was conducted
in a nearby empty office, and 25 occurred via Skype, Zoom, or phone. Interviews were between
22 and 63 minutes long (M=41.67 minutes, SD=11.23 minutes), and were recorded in audio format
then later transcribed. To establish context, we first asked participants to describe their research,
including the potential impact of their work, a description of their collaborations (e.g., the roles that
they and their collaborators play), and the typical demographics of their collaborators (e.g., number
of collaborators and their backgrounds). We also asked participants to discuss the software they
use throughout their research process, including data sharing software (e.g., what tools they use,
benefits of specific tools, problems using the tool). At the end of the interview, we asked participants
to describe a hypothetical future technology that could be used to facilitate collaboration. This
question was designed to prompt the participant to articulate their needs, rather than produce
actual ideas for future technology. Our full list of interview questions is available in Appendix A.
The protocol was approved by Institutional Review Boards at our three locations (IRB 201602178,
IRB 20210505006, and IRB S22-002). Participation in interviews was voluntary and participants
were compensated with $10 USD.

3.1.1 Data Analysis. We performed a bottom-up analysis of participants’ responses by constructing
an affinity diagram [3, 44] to identify prevailing themes in their research goals and work practices.
This approach follows the qualitative analysis via coding as outlined by Auerbach and Silverstein
[2]. However, instead of independently organizing data followed by calculating inter-rater reliability
(IRR) as in qualitative coding, the four researchers analyzing the data came to a consensus on all
responses. This approach is appropriate for semi-structured interviews, as qualitative coding results
in the possibility of applying the same code to different sections of the interview [30]. We then
examined themes from prior work [40, 41], which enhanced our interpretation of the interview
data and allowed us to draw comparisons between our findings and prior knowledge, highlighting
new discoveries.

3.2 Results
Although our participants mentioned utilizing a variety of systems for data sharing, for the purposes
of this paper, we will focus our attention to cloud drives, as this was by far the most commonly
utilized system for scientific data sharing with 84.2% of participants using Google Drive. With
regards to cloud-based shared drives, we identified four main themes: 1) size and technical expertise
drive platform choice; 2) inconsistent ownership over files; 3) lack of visible file sharing settings;
and 4) the need for institution agnostic technology.

3.2.1 Size and Technical Expertise Drive Platform Choice. We found that overall, size and technical
expertise were the primary drivers behind participant selections in data sharing platforms; users
preferred to use systems that either were uniquely appropriate for the size and type of data being
shared, or that they and their collaborators were familiar with. Sixteen out of all 38 participants
stated that file sizes and types, as well as their field of work, played a role in their data sharing habits
and choices of tools. For instance, P447 mentioned that although they sometimes used GitHub
for sharing data, it was “not great” for large files. They therefore used other tools when their
research involved such files. Seventeen participants pointed to familiarity and technical expertise
as drivers behind their data sharing choices. These included not only their own comfort levels
with practices and platforms, but also their perceptions of others’ expertise and preferences. The
majority of participants reported collaborating with other academic researchers from other fields.
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P105 in particular expressed that their collaborators were often less technically adept due to having
biological rather than computational backgrounds, and as a result P105 often preferred emails and
shared drives over FTP servers. They remarked that some collaborators “just don’t know how to
get on the server.” Our participants reported relying on three main types of tools: 1) cloud drives
(e.g., Google Drive, Dropbox, and One Drive), 2) systems designed primarily for messaging (e.g,.
email, Slack, Teams, Discord), and 3) file servers with either FTP or virtual machines set up to share
data across institutions. All but one participants had used at least one of these tools to share data.

3.2.2 Inconsistent Ownership Over Files. We also saw that researchers must perform balancing
acts between controlling access and facilitating collaboration, as well as between convenient data
sharing practices and protecting data from non-collaborators. Concerns about control over data and
documentation had a profound effect on the research workflow and tools for sharing data—both in
terms of comfort working with collaborators and restrictions on the influence of a collaborator on a
project. Thirty-two out of all 38 participants noted that they would limit access to data even within
collaborations, sharing only parts of their data with the appropriate collaborators. We saw this
trend across disciplines. The primary reasons for wishing to limit sharing to subsets of collaborators
included: 1) preventing students from accidentally affecting more files than they’re supposed to;
2) reducing the number of automatic update notifications for high level collaborators to reduce
annoyances; 3) limiting student access to sensitive de-anonymized data; and 4) limiting the number
of people who can modify files at one time, such as manuscripts. When sharing data about human
subjects, data would first have to be anonymized to prevent sharing of personal patient information.
To control access, participants mostly used built-in features of data sharing tools such as Google
Drive, Dropbox, and GitHub, while seven participants also mentioned using alternatives that they
felt were more secure. For instance, P678 said that their students could access data only from lab
machines and not from their own computers, citing security as the main rationale. Additionally,
six participants noted that they had relied on experts to set their systems up, especially when it
came to more complex data sharing tools such as file servers. In an effort to alleviate problems
controlling access to data, especially with multiple collaborators, 13 participants organized data
into root folders representing individual projects. Each root folder then had sub-folders which a
participant could modify access of on an individual-by-individual basis. However, within such a
system, problems originated from various access level needs for particular files, setting up and
enforcing a file management structure, and difficulty traversing file structures especially in Google
Drive. It is also worth noting that reflecting upon their data sharing processes during the interview,
four participants realized that they had less control over their data than they had previously thought,
pointing to a lack of transparency about who could access their data.

3.2.3 Lack of Visible Sharing Settings. Systems often lacked visible default data sharing settings that
facilitated setting and transferring permissions. Furthermore, six participants expressed concern
that they would accidentally share data with their collaborators when using shared drives because
of the passive nature of the sharing (i.e., automatic sharing). This concern about accidental sharing
is problematic since as 32 participants mentioned, users “don’t necessarily want everyone to have
access to all the data” (P254), even though they were sharing with collaborators as opposed to
sharing publicly. The problem could be remedied with more visible sharing settings. In addition
to difficulty granting access to collaborators, 15 participants pointed to challenges with visibility
of access in existing systems, such as forgetting to grant/remove access to a file, having access
expire, lack of clarity on the status of access, and unintentional access level changes such as when a
student graduates and is no longer granted access to university resources. In addition, participants
mentioned difficulty providing access, such as not knowing which email(s) belonged to which
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collaborator, and the fear of accidentally sharing the wrong files with the wrong individuals who
simply have the same name or similar email address to a collaborator.

3.2.4 Institution Agnostic Technology. Twelve participants also noted that it was common for a
collaborator’s institution to deny researchers from other institutions access to files. As a result,
whenever possible, participants chose to use data sharing technologies that were institution agnostic
and thus, accessible to non-co-located collaborators (e.g., email, Google Drive, Dropbox, or mailing
physical drives). Other times, researchers were forced to find an alternative method, such as
mailing physical hard drives with the data. Thus, it is clear that any system that we expect to have
widespread adoption amongst scientists must be institution-agnostic. This is important given that
the majority of our participants routinely worked with researchers at other institutions, sometimes
(like in the case of P108) to ensure that a project has a CO-PI with specific expertise, and other times
as a result of moving to another institution, such as the case of P927 who maintained collaborations
with researchers at the institution they received their PhD from after securing a faculty position at
a new institution.

3.3 Discussion
Our preliminary findings validate prior work by Koesten et al. exploring internal data sharing in
the context of a broad range of domains (e.g., public administration, education, and finance) which
showed that collaborators struggled with the need for version control and controlled access [32].
Additionally, work from Jin and Ahn [27] proposes role-based access control as the solution to
delegate permissions in these collaborative settings to alleviate sharing mistakes and provide access
transparency. From our findings, we identified three key instances when researchers nowadays
encounter challenges sharing data: 1) sharing across institutions, 2) sharing across domain or
research field, and 3) sharing across level of expertise. We derived the following implications for
the design of software for sharing medium sized files within research collaborations within these
three themes. These implications arose from our participants’ diverse collaborative processes.

3.3.1 Sharing Across Institutions. Our preliminary research and prior work [39] indicate that it is
common for academic research collaborations to span institutions in order to provide access to
specific expertise, such as in collaborations containing both computer scientists and life scientists,
and to preserve preexisting working relationships when a researcher changes institution. For the
purposes of our design recommendations, this is what we mean by sharing data across institutions,
and we focus on two main themes: multi-institutional sharing and setting project defaults.
Multi-Institutional Sharing: Any system designed for collaborative research should support

sharing across multiple institutions. This need arose from our participants’ collaborative processes,
as they often chose to workwith collaborators at other institutions, a finding that validatesMorrison-
Smith et al.’s 2015 paper [39]. Supporting multi-institutional sharing ensures broad accessibility
and facilitates collaboration across various organizations, breaking down barriers that might be
caused by licensing restrictions.
Setting Workspace or Project Wide Defaults: Systems for collaborative data sharing should in-

corporate methods for setting defaults at the workspace or project level. This need arose from
the collaborative research process, where participants discussed setting up file structures on a
semester-by-semester basis for multiple teams. Typically, the composition of these groups remains
consistent (e.g., PIs, CO-PIs at other institutions, and students), although the individual members
may vary. Implementing standardized defaults streamlines the setup process, ensuring consistency
and efficiency in system usage across different teams or projects. This approach also helps maintain
standard practices within and across institutions.
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3.3.2 Sharing Across Domains. In addition to collaborating with researchers at other institutions,
prior work [39] as well as our preliminary results indicate that it is common for academic researchers
to participate in multidisciplinary collaborations. Since some fields, like computer science, tend to
be more tech-savvy than others, these collaborations commonly have a mixture of both research and
technological expertise. In this context, we provide two recommendations for the design of systems
that facilitate data sharing in collaborations that span research domains: improve transparency and
discoverability, as well as focus on usability.
Improving Transparency and Discoverability: Enhancing the overall transparency and discov-

erability of the system is vital. Seven of our participants expressed uncertainty whether some
feature they needed was already incorporated into a tool they used, or were simply unaware of
the existence of such a feature because they came from fields where the focus of instruction was
not computational. Users should find it easy to navigate and locate the information or tools they
need. This implies need for an intuitive interface, efficient search mechanisms, and well-organized
content.
Focus on Usability: Systems should be designed with a strong emphasis on usability, ensuring

they are user-friendly, intuitive, and cater to users with different levels of technical proficiency. This
need arose from the collaborative research process, where varying expertise levels are primarily
due to the interdisciplinary nature of large research projects where it is common for a computer
scientist to work with an expert in another domain. A highly usable system encourages wider
adoption and more effective use, particularly as the size of data being shared increases.

3.3.3 Sharing across skill levels. Our preliminary research indicated that academic research often
incorporates a pedagogical aspect where senior PIs often collaborate with junior researchers, such
as undergraduate and graduate students. Thus, research collaborations often consist of researchers
who have varying expertise levels due to differing levels of education and experience. For these
collaborations, we suggest three design implications: use or augment off the shelf technology,
provide fine-grained controls, and ensure that sharing indications are visible and/or transparent.

Use or Augment Off-The-Shelf Technology: To address the issue of varying expertise levels among
users, systems should leverage off-the-shelf technology that researchers are already familiar with.
Leveraging familiar technology minimizes the learning curve and allows for smoother integration
into existing workflows. Additionally, integrating with established technologies increases the
likelihood of ensuring compatibility with other tools and platforms that researchers frequently use.
Fine-Grained Controls: Such systems also need to provide users with fine-grained control over

various aspects, including detailed permission settings, data management, and customization
options. This need arises from the hierarchical structure of collaborative research teams, where PIs
and CO-PIs require full access, while students often have limited access. In some cases, PIs have
full access, CO-PIs have limited access (only to papers and finished data), and students have access
only to raw data and finished data. Role-based access control, as noted by both prior work [27]
and participants, allows users to tailor the system to their specific needs, ensuring a secure and
personalized user experience.

Visible/Transparent Sharing Indications: The user interface of a collaborative data sharing system
must include clear indicators of how and when data is being shared. This can be achieved through
visual cues, notifications, or logs that inform users about shared data, access levels, and any
modifications made. This need arises from the pedagogical nature of academic research, where
participants often need to remove students from projects once they have graduated or left the
project. Participants commonly noticed that graduated students remained on projects they should
no longer have access to. Such transparency is essential for maintaining trust and ensuring effective
collaboration.
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3.4 Limitations and Future Work
While this study has provided valuable insights into the challenges and needs of our participants
in managing data, our sample predominantly consisted of individuals from academic institutions,
which may not fully represent the broader spectrum of data management practices used in various
industries. Many organizations outside of academia utilize internal or enterprise tools, and their
experiences may differ significantly from those of our participants. Additionally, while our study
allowed us to gather in-depth information about the data management practices of participants
who did not face significant issues related to data size, it might not fully capture the experiences of
individuals and organizations dealing with larger datasets. Although a few participants reported
working with data large enough to require the use of FTP servers and physically mail hard drives,
the majority of our participants reported using small enough files that they were manageable with
existing cloud-based systems. Consequently, the challenges associated with handling extremely
large datasets were not a central focus of this research. Future work will consider addressing the
needs and concerns of participants from a more diverse range of sectors, including those dealing
with substantial data volumes, as this remains a pressing issue in data management.

4 DriveGroups: Facilitating Access Control in Google Drive
Based on the feedback from our preliminary study, we developed a system called DriveGroups. This
system augments Google Drive’s features, as Google Drive was the most popular system for internal
data sharing used by our participants (used by 84.2% of our participants). Google Drive is also
easily extendable using AppsScript, a derivative of JavaScript with built-in Google API support, and
integrates well with the SQL database provided by Google Cloud. DriveGroups aims to improve data
sharing by addressing unmet user needs such as increasing sharing settings visibility, supporting
the transfer and reuse of access control settings, and standardizing ownership over files which
persist in off-the-shelf systems. The primary mechanism is the allowance of managing file access
from two separate perspectives: 1) the file perspective and 2) the role-based group perspective
(see “Manage File Access” in Figure 2). The file perspective is similar to file access management in
Google Drive; after selecting a file, users can view and edit the list of collaborators with access.
Meanwhile, from the group perspective, users can manage a selected group’s access to all relevant
files. This perspective is more efficient when, for instance, the user needs information on which
files a group has access to. DriveGroups accomplishes this by constructing a query to the MySQL
database running on a Google Cloud Platform virtual machine dependent on the current sharing
perspective, the individual(s) being modified, and file information. A tutorial video showcasing
DriveGroups can be accessed in the supplementary material.

4.1 Sharing Settings Visibility
Our preliminary work identified that a lack of visible permissions leads to concerns regarding
accidental sharing. In Google Drive, settings concerning sharing are hidden from view and must
be accessed through a series of menus. We redesigned the user interface to highlight information
depending on the sharing perspective chosen. For a selected file in the file perspective, the user
interface illustrates which group has access to a document, the level of access given to each group,
and allows the user to modify a file’s permissions for each group. For a selected group in the group
perspective, the user interface displays all files shared to that group, the permissions the group has
for each file, and lets the user change the groups file permissions by file (see Figure 2). DriveGroups
consolidates this information dynamically via batch requests as the user browses and interacts with
the system. By presenting data in this way, we hope to avoid hidden and unclear representations of
relevant information to their tasks in every window.
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Fig. 2. Within DriveGroups users can easily add collaborators and share specific files to each group. With
one click on the Main Menu, users can manage group members, share files with a group, and control file
access for a selected group.

4.2 Supporting the Transfer and Reuse of Access Control Settings
Our preliminary study revealed that Google Drive’s existing architecture falls short in several ways
in regards to access control. The most prevalent example of such is the lack of ease users have with
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sharing files with large groups of individuals with varying access needs. In Google Drive, users
have to modify file access for each individual which is tedious. While Google Groups exists, it is
not user-friendly nor sufficient for these issues. The drawbacks discussed in Section 2.2 possibly
explain why no participant in our preliminary research indicated knowledge of or experiences with
Google Groups.

In contrast, as an add-on to Google Drive, DriveGroups opens within the Google Drive interface
and allows the user to create, view, modify, and share with groups all in one place (See “Main Menu”
in Figure 2). Furthermore, since it interfaces as a side-bar add-on instead of an external service,
DriveGroups integrates well with Google Drive’s ecosystem. Users are able to utilize access control
features from Google Drive and DriveGroups interchangeably in their workflow. As discussed in
section 4.1 and section 4.3, DriveGroups is able to provide these access control features without
sacrificing information transparency in file visibility and ownership.

4.3 Standardizing Ownership over Files
We identified in our previous study that with file-sharing software such as Google Drive, users
frequently deal with ownership issues such as a lack of sharing awareness. To address the various
privacy needs for sensitive and/or confidential information, the design of DriveGroups allows users
to easily view and track shared files and levels of access at any given time as long as the user
has a method of accessing Google Drive. We accomplished this by segmenting relevant data in a
MySQL database. We split our data into two segments: group demographics and file data. Group
demographics, while stored in a separate table from file information, contains the unique IDs of
each file (which Google Drive generates upon creation) that a group has access to. Thus, modifying
a group does not modify a file’s properties and vise versa. However, group demographics do store
their the respective access level with their accessible files. This allows multiple groups to access
the same file but from different levels of access.
As the owner of their files, users can use DriveGroups to create groups and grant or rescind

access to their information at any time and in mass. When a user updates access levels from the
group perspective (see “Share with a Group” in Figure 2), DriveGroups iterates through each email
associated with the affected group and updates their access in Google Drive. Thus, not only are the
changes visible in DriveGroups but also in Google Drive. When the user updates access levels from
the file perspective (see “Manage File Access” in Figure 2), the group ID (created by DriveGroups at
the time of group creation) stored in that particular file’s entry in the database is used to reference
the affected group. DriveGroups then repeats the algorithm used in the group perspective to modify
access levels.

4.4 DriveGroup’s Contributions
The development of this system is motivated by a wide range of challenges, including data security,
access control, transparency, visibility, ease of use, version control, and accidental sharing. Our
system specifically offers value in terms of access control and managing data sharing. In Table
1 below, we delineate these different concerns and clarify what we mean by security and data
protection. By addressing these concerns through specific system features, we aim to provide a
robust solution that enhances data security, access control, and overall efficiency in collaborative
research environments.
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Table 1. DriveGroup’s contributions toward security and data protection.

Category Definition System Contribution

Data Security
and
Protection

Data security refers to measures
designed to protect data from
unauthorized access and breaches,
ensuring data integrity and
confidentiality.

Our system implements role-based
access controls to ensure that only
authorized users can access sensitive
information.

Access
Control

Access control involves regulating
who can view or use resources in a
computing environment.

The system allows detailed permission
settings, enabling users to define who
can access specific data and to what
extent. This is crucial for maintaining
the hierarchical structure of research
teams, where access needs vary
among PIs, CO-PIs, and students.

Transparency
and Visibility

Transparency involves making
data sharing activities visible to all
stakeholders, ensuring everyone is
informed about data access and
modifications.

DriveGroups provides clear indicators
of shared data, access levels, and
changes made. This transparency
helps in maintaining trust and
effective collaboration, particularly in
ensuring that only current team
members have access to ongoing
projects.

Ease of Use

Ease of use refers to how
user-friendly and intuitive the
system is for users with varying
technical proficiency.

By leveraging off-the-shelf technology
and familiar interfaces, the system
minimizes the learning curve and
facilitates smoother integration into
existing workflows. This is especially
important in academic settings with
mixed levels of technological
expertise.

Version
Control

Version control involves managing
changes to documents and data
over time, ensuring that previous
versions can be retrieved if
necessary.

The system includes version control
features that track changes, allowing
users to revert to previous versions if
needed, thereby preventing accidental
loss of data.

Accidental
Sharing

Accidental sharing refers to
unintended distribution of data to
unauthorized users.

By incorporating detailed permission
settings and transparency features, the
system helps prevent accidental
sharing, ensuring that data is only
accessible to intended recipients.
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5 Evaluating DriveGroups
5.1 Method
To evaluate DriveGroups, three researchers conducted a series of usability and basic performance
evaluationswith 18 research assistants aged 18 to 23 (M = 20.11, S.D. = 1.13, 9 female, 7male, 2 gender-
expansive) at a local institution in the United States. There was no overlap between the participants
in the first study and the second study. We used data saturation [4] to establish our sample size
(i.e., data collection was terminated once further sessions resulted in minimal new information).
Participants were recruited via interdepartmental email and word-of-mouth. Participants were
randomly assigned a three digit identifier (e.g., P105), which was used to anonymize the data.

Participants were given a sample project with nine files of sample data that they were expected
to share with several fictional colleagues located at a variety of institutions and roles. These roles
included: student researchers from the participant’s lab, collaborators from other institutions,
and funding administrators. These roles were chosen to reflect the types of collaborators our
participants from the preliminary study reported sharing data with. After watching a six-minute
tutorial explaining how DriveGroups works, participants were encouraged to “think aloud” while
using either DriveGroups or Google Drive to complete a series of data sharing tasks with the
fictional colleagues. These tasks, as shown below, are designed to test if DriveGroups satisfies two
major desires of researchers when data sharing: the ability to accurately share files to different
groups of people and to easily change permissions, individually or collectively, for different files.
(1) Share your documents with your students, collaborators, and funding administrators at the

appropriate access levels.
(2) Your collaborators work extensively with you one month and ask to contribute to report 3.

Allow them to edit this document.
(3) Student A just graduated, remove his access to your files.
(4) You hire a new student. Their email is [redacted]. Give them access to files they need.
(5) You just discovered report 3 is from the wrong month, unshare it with your collaborators

and administration.
(6) You’ve finished your research, remove access for all of your collaborators.
The findings from our first study showed that researchers have major security concerns about

sharing confidential data. A mistaken grant of a lower level of data access could lead to a leak
of participants’ personal information. Moreover, an unintended grant of a higher level of access
could hinder collaborators’ ability to capture the big picture of the data. Therefore, tasks (1), (2),
and (4) were designed to test whether DriveGroups decreases the chance of making such mistakes.
Additionally, manually monitoring inactive emails in labs can be time-consuming and may lead to
mistakenly removing current members in large-scale projects. Tasks (3), (5), and (6) focus on testing
DriveGroups’ ability to reduce the laborious work required to modify file access for individuals
and groups.
Participants were not presented with a tutorial for Google Drive, as all participants reported

having at least one year of prior experience using that system. The order in which participants
used each system was counterbalanced to mitigate ordering effects. Usability was assessed using
Brooke’s System Usability Scale (SUS) [9], followed by a survey (listed in Appendix B) to gauge
users’ perceptions of each system’s ability to control access and ensure transparency in sharing
settings. After these quantitative assessments, participants were asked a series of semi-structured
interview questions (listed in Appendix B) to delve deeper into the specific aspects of the tools
that led to positive or negative outcomes. This sequence—starting with the SUS and survey, then
moving to qualitative interviews—allowed us to understand not only how participants rated the
systems but also why they rated them in that way. This approach provided a comprehensive view

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 1, Article GROUP13. Publication date: January 2025.



DriveGroups: Using Group Perspective for Usable Data Sharing in Research Collaborations GROUP13:15

Fig. 3. System Usability Scale scores for DriveGroups vs Google Drive. ** Indicates significance at p < 0.001.

of user experiences, linking quantitative scores to qualitative insights. Although it is more common
to begin with broad qualitative questions to avoid anchoring participants with specific interests
and ideas, we chose this methodology to first gather structured, comparable data through the
survey. The subsequent interviews then explored the reasons behind these ratings, ensuring a
nuanced understanding of user perceptions and experiences. This order might introduce limitations,
such as anchoring participants’ thoughts with specific survey questions before the interviews, but
it was essential for correlating the quantitative data with qualitative insights. Video recording
captured both the participant’s face and their screen as they completed the tasks. This study took
between 53 and 90 minutes (M=65.28 minutes, SD=8.05 minutes). This protocol was approved by
our Institutional Review Board (IRB S22-003). Participation in the evaluation was voluntary and
participants received compensation of $25 USD.

5.1.1 Data Analysis. As with the preliminary study, the “think aloud” comments and responses
to semi-structured interviews were analyzed by performing a bottom-up analysis of participants’
responses by constructing an affinity diagram [3, 44] to identify prevailing themes explaining our
quantitative results and identify what aspects of the system are promising for the final version,
which will be released open-source. This approach follows the qualitative analysis via coding
as outlined by Auerback and Silverstein [2]. However, instead of independently organizing data
followed by calculating inter-rater reliability (IRR) as in qualitative coding, the five researchers
analyzing the data came to a consensus on all responses. This approach is appropriate for semi-
structured interviews, as qualitative coding results in the possibility of applying the same code to
different sections of the interview [30].

5.2 Results
5.2.1 Usability. All 18 participants evaluated both DriveGroups and Google Drive using John
Brooke’s System Usability Scale [9]. DriveGroups (M = 78.25, SD = 16.86) outperformed Google
Drive (M = 59.88, SD = 16.89) in terms of usability, t(38) = -3.44, p = 0.001. Results are shown in
Figure 3. Participants offered positive feedback regarding DriveGroups’ usability. Sixteen out of
18 participants described DriveGroups with expressions such as “easy,” “friendly,” “convenient,”
and “fun to use.” Participants liked how DriveGroups helped to prevent and recover from errors.
Five participants stated that with the help of groups, they did not have to share individually with
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Fig. 4. Responses to access control questions for DriveGroups vs Google Drive. * Indicates significance at p <
0.05, ** indicates significance at p < 0.01.

collaborators, which simplified the sharing process and reduced mistakes that were more frequent
in repetitive individual sharing. Seven participants spoke positively of DriveGroups’ design in
terms of error prevention. This included, but was not limited to, the ability to easily undo actions
and recover archived groups.

Ten participants stated that they felt DriveGroups helped them complete tasks faster and with less
effort compared to Google Drive. DriveGroups’ group feature also resolved the issue of repetitiveness
that 12 participants encountered in Google Drive when inputting individual email addresses for
each file that needed to be shared. Six participants mentioned that with DriveGroups, they did not
need to repeatedly check the level of access each collaborator should have, since the organization
and names of groups already incorporated this information and made it easy to track who already
had or still needed access.

Finally, participants noted that when they needed to work with a large number of files or collab-
orators, DriveGroups would work especially well compared to Google Drive. Eleven participants
noted that sharing with Google Drive became extremely tedious when they had more files and
collaborators to work with, and they expressed that DriveGroups would be more helpful in such
cases.

5.2.2 Access Control. All participants rated six statements about access control (shown in Figure
4) on a visual analog scale [13] from 0 (Strongly Disagree) to 10 (Strongly Agree). Generally,
DriveGroups met or outperformed Google Drive in terms of access control. Results are shown
in Figure 4. Specifically, DriveGroups was ranked significantly better than Google Drive for the
following three questions (note that question 1 is a flipped question):
(1) Considering the information I provide to the system and the people who might see it, I think

there is a high potential for information to be shared with the wrong individual.
(2) I am confident I can restrict un-intended people from viewing my information on the system.
(3) I think the system allows me to restrict the access to some of my information to some people.
Participants found access control convenient and reliable in DriveGroups. Eleven participants

described DriveGroups’ access control features as “easy to use,” “helpful,” or “reassuring.” Five
participants noted that when managing access with DriveGroups, they felt “in control” and did not
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Fig. 5. Responses to transparency questions for DriveGroups vs Google Drive. * Indicates significance at p <
0.05.

worry about granting access to unintended individuals. One participant attributed their reassurance
to the group feature, saying that groups “made sure the user knows who each file is going to
(P614).” Another participant (P652) expressed similar sentiments and stated that groups alleviated
the concern that they might forget individuals that they needed to share their files with.
Participants spoke positively of the features that enabled them to choose between managing

access by file and by group. Four participants preferred to manage access control from the file
perspective, mentioning it was easy to control all groups’ access to a file in one place. Meanwhile,
six participants preferred to manage access via the group perspective, stating that the feature,
which they recognized as lacking in Google Drive, facilitated access management and control.
In addition, four participants noted they liked that DriveGroups had both of these perspectives
enabled, which offered two different ways to manage access. Participant P250 noted:

“So the fact that you can check the access of files by group and by files for it helps you
double check if you made any mistakes.” (P250)

Participants put forward suggestions regarding DriveGroups’ access control process. When a
user wanted to change access of a group, DriveGroups set the default access level to change to
“No Access,” which aimed at minimizing the chance of undesired access granting. However, nine
participants found this setting problematic, with four of them suggesting changing the default to
the level of the access that the group originally had. Also, six participants were confused about
whether removing a person or group would revoke their access to files. In practice, DriveGroups
would revoke access an individual gained from a group when the individual was removed, and
would revoke all recorded access a group had when the group was deleted. Participants stated that
this was not made clear to them and suggested adding notifications or other types of clarification.

5.2.3 Transparency. Additionally, all participants rated six statements about transparency (shown
in Figure 5) on a visual analog scale from 0 (Strongly Disagree) to 10 (Strongly Agree). Results are
shown in Figure 5. Generally, DriveGroups performed equally as well as Google Drive in terms of
transparency. However, on one question (“I can understand whether people who I may know (friends,
family, classmates, colleagues, acquaintances, etc.) have access to my information on the system” )
participants rated DriveGroups’ transparency as higher than Google Drive’s.
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Participants found DriveGroups’ transparency to be satisfactory. Seven participants stated they
had little or no concern with DriveGroups’ transparency, because they could easily check the level
of access each group had to files. Four participants noted that the “Manage Access by File” and
“Manage Access by Group” features contributed to DriveGroups’ transparency by assuring the user
that only selected groups had access to a certain file. Additionally, five participants stated that
the ability to make and manage groups made DriveGroups more transparent. According to one
participant, the list of people who had access could get “messy” in Google Drive. Comparatively,
DriveGroups clearly listed group access whilst keeping track of group members.

Participants’ opinions towards Google Drive’s transparency, in comparison to DriveGroups, were
mixed. Two participants explicitly complained about Google Drive’s transparency, one of whom
said that “it was murky who had access” (P603). In contrast, three participants believed Google
Drive was transparent, noting that it was clear who had access to a file. Meanwhile, participants
strongly stated that Google Drive made checking individual access levels tedious. Although three
participants felt it was easy to check access, nine participants noted that access checking was
tiresome because they needed to manually go through lists of files and emails to see if an individual
had access. One participant found that the tedium made Google Drive less transparent; another
mentioned that when checking access they were more likely to make mistakes in Google Drive,
especially when the people who required access had similar names or emails.

5.2.4 Error Handling. A majority of participants stated DriveGroups provides various methods
for handling errors which they felt gave them more control over their data than Google Drive
does. In particular, nine participants stated the system’s design and features prevented several
mistakes from happening. These features included presentation of all group and file information
when performing specific tasks, the separation of access control and sharing features into different
windows, and the ability to undo most actions performed immediately after executing them.

Furthermore, 10 participants explained error recovery features like the “Restore Archived Groups”
window is “convenient” and “good” for reverting the action of deleting a group in comparison to
re-constructing the group from the “Create a Group” window.

6 Discussion
6.1 File-Sharing Improvements from DriveGroups
Overall, DriveGroups’s design successfully provided better utility, access control, and sharing
features when compared to Google Drive. This is due to our implementation of a system that
facilitated interactions with groups instead of individuals. Our system has also addressed most of
the issues raised from previous work and within our preliminary study regarding inconsistent file
ownership, lack of visible sharing settings, and preference for institution agnostic systems. The
reasons for such improvements is multi-faceted.
Off-the-Shelf Access Control: DriveGroups allows for various small to medium file formats, is

transparent, and tracks file ownership to minimize confusion. In addition, DriveGroups is an
extension of Google Drive, which many researchers have access to due to its relative institution
agnosticism. DriveGroups also provides role-based access control that allows users to customize
groups of contacts and sharing settings. These improvements thus address concerns from our
preliminary study: preference for institutionally agnostic systems, lack of transparency over file
ownership, and need for fine-grained access control.

6.2 Implications for Design
This study has important implications for the future development of DriveGroups as well as
future data sharing applications. These implications are derived from participants’ feedback on
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design of DriveGroups regarding access management perspectives, transparency and sharing, and
connections between permissions and groups.
Emphasize Accessibility for Protecting Data: We saw that researchers are not always informed

about the methods they could use to control access to their data and do not necessarily understand
the effect that different access control approaches would have on the availability of their data. It
is therefore important that future technology prioritizes transparent mechanisms, and makes it
easy for users to understand and employ its data control methods. It is also important to facilitate
understanding of how to apply data protection techniques and how those techniques will affect the
accessibility of data to collaborators and to the public. This will reduce non-computer scientists’
reliance on the skills of computer experts to share their data.

Support Fine-Grain Levels of Control: Our participants’ concerns about data control showed that
researchers need technology to support fine-grain control over who can manipulate the data. In
addition to being discoverable and documented, the data access controls also need to support
nuanced management of access permissions. By helping researchers tailor permissions to their
specific project and collaborators, new technology can facilitate scientists’ feelings of complete
control over their data and reduce fears that the integrity of their data will be damaged. We also
know that scientists are more comfortable sharing data when they can specify conditions on access.
These restrictions could require that collaborators only make their data available to the public
under the same access conditions. New technology must include ways for scientists to communicate
these stipulations for access. It is likely that by ensuring that their collaborators will respect their
data sharing preferences, researchers would feel more agreeable about sharing data with their
collaborators.
Enable Access Management from Multiple Perspectives: DriveGroups allows users to manage

file access from two separate perspectives: 1) the traditional file perspective and 2) the group
perspective. This is an example of how categorizing available tools and operations into multiple
perspectives future systems can offer users flexibility for different specific tasks. Allowing choices
in sharing perspectives can relieve the need for more complex file or group tools because more
complex operations could be circumvented by viewing the task from the other perspective (e.g., in
DriveGroups, mass-sharing a single file with a group of collaborators is much simpler from the
group perspective than the file perspective). This type of categorization can also help organize
options available to a user and make them more visible than simply displaying them all on one
screen for a user to search through; thus addressing our participants’ concern regarding lack of
transparency in data sharing. By implementing options for multiple perspectives, systems can
stand to gain greater usability and simplicity.
Ensure Transparency During the Sharing Process: Users need relevant information to be visible

throughout the sharing process, not just before and after sharing files. Prior work [43] and our
preliminary study revealed that when using data sharing applications, scientists need easier access
to information such as who has permissions to some data. Our participants clearly indicated that
when sharing files with a group they needed more information to be immediately available, such
as the group’s members or files the group already has access to. This finding emphasizes the need
for transparency during sharing, which should not be confounded with verifying who has access
after sharing is done.

Provide Information About Group File Access Relationship: Finally, future applications should take
care with the relationship between groups and file access. DriveGroups’ group sharing perspective
was created to facilitate access control, and as a response to the need for consistent permissions
and clear sharing settings as identified by both Johnson et al. [28] and our preliminary study.
Nevertheless, while participants found the group creation and file access management processes to
be intuitive, multiple participants asked whether adding or removing someone in a group would
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correspondingly grant or revoke access. Similarly, after deleting a group, some participants were
worried that previous members would still have permissions gained through the deleted group.
These findings indicate that changes in access along with edits of groups could seem unintuitive
to users. Possible solutions include providing information in the user interface that illustrates the
relationship between groups and file access, but further research is needed to balance among easy
access control, consistent permissions, and intuitive design.

6.3 Limitations and Future Work
Our work is limited by the biases present in our participant pools for both studies. Most participants
were academics located in the United States, with a few from other countries. Our findings may not
fully capture usability and performance issues that could arise in non-academic settings or with
industry professionals. Future research will aim to include a more diverse range of participants,
including those from industry and other non-academic fields in a wider range of locals, to better
understand how DriveGroups performs across different contexts and user groups.
Additional future work includes iterating and refining DriveGroups. The participants in our

usability study were primarily undergraduate researchers, lacking the experience of the participants
from our preliminary study, who were performing a facsimile of collaborative tasks. This limits the
results to the user interface’s usability and perceived security and transparency, as participants
were not engaged in actual collaborative work, not fully capturing the complexities and dynamics of
real-world scientific research collaboration. In addition, more experienced researchers might focus
on different aspects of the tool compared to less experienced researchers. To address this limitation,
we are conducting an in-situ remote diary study with experienced academic researchers. Findings
from our final in-situ evaluations will inform the design of the final version of DriveGroups, which
will be shared publicly as an open-source Google Drive add-on.

Furthermore, because there was no overlap in participants between our two studies, the de-
mographics for both studies were slightly different. The first study could be conducted remotely,
allowing us to recruit academics with high levels of research experience. However, the in-person
evaluation of DriveGroups was limited to locally available researchers. This presents possible
limitations in terms of experience bias, learning curve, and evaluation metrics. Experience bias
is possible, as researchers with more experience might have a better understanding of complex
tools and methods, leading to more positive evaluations. Less experienced researchers might find
the tool more challenging. However, our results showed high usability and preference scores with
less experienced users, indicating that experience bias was likely minimal. We would expect that
this limitation would result in the less experienced participants in Study 2 to require more time
to understand and use DriveGroups, potentially skewing performance evaluations. We mitigated
this by providing standardized training sessions for all participants to ensure they had a basic
understanding of DriveGroups before evaluation, reducing the learning curve impact.
Finally, this paper proposed a design that helps manage access control by grouping research

collaborator roles within the team but does not address issues relating to team structure, data
characteristics, and data organization. These are important areas of research but too large to tackle
in this single work. Future work may include addressing organizational challenges related to team
structure and developing systems to mitigate challenges specific to data characteristics, such as
size. This includes further development of usable large file-sharing systems and supporting the
dissemination of scientific metadata necessary for proper interpretation of results.

7 Conclusion
Generating and sharing large quantities of data within collaborations are a fundamental part of
research. Here we present the results of research revealing that principal investigators struggle to
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manage internal and external access to data within projects that span multiple types of collaborators.
We further present the design and implementation of a system called DriveGroups, which aims to
simplify the data sharing process. Results from our laboratory study indicate that DriveGroups
made great strides in terms of usability when compared to unmodified Google Drive, and moderate
success in terms of access control, and transparency. By improving the data sharing process, our
findings will aid scientists in advancing high-impact research by assisting with collaboration.
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A Study I
A.1 Participant Demographics

Table 2. Participant backgrounds from the preliminary study.

ID Research Area Title Location

P029 Epidemiology Faculty Canada

P033 Animal Sciences Faculty United States

P045 Human Computer Interaction and
Mechanical Engineering

Faculty United States

P105 Epidemiology Post-Doc United States

P108 Microbiology Faculty Australia

P139 Psychology Faculty United States

P142 Plant biology Faculty United States

P170 Epidemiology Faculty United States

P174 Computer Science and Bioinformatics Research Scientist United States

P180 Biology Faculty United States

P191 Animal Sciences PhD Student United States

P192 Human Computer Interaction and
Health Informatics

PhD Student United States

P193 Immunology, Microbiology, and
Bioinformatics

Post-Doc United States

P202 Industrial Hygiene Post-Doc United States

P207 Computer Science Faculty United States

P223 Veterinarian Faculty United States

P254 Biology Faculty United States

P269 Chemistry PhD Student United States

P309 Epidemiology Faculty United States

P396 Proteomics and Metabolomics Lab Director United States

P447 Human Computer Interaction Faculty United States

P447 Evolutionary Genomics Faculty United States

P556 Plant biology Faculty United States

P560 Psychology Faculty United States

P561 Plant biology Post-doc China

Continued on next page
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Table 2 – continued from previous page

ID Research Area Title Location

P657 Animal Sciences Faculty United States

P678 Psychology Faculty United States

P686 Animal Sciences Faculty United States

P703 Biology Faculty United States

P733 Neurology Post-Doc United States

P766 Biology Faculty United States

P678 Biology Faculty United States

P810 Computer Science Faculty United States

P860 Biology Lab Technician United States

P897 Biology Post-Doc United States

P927 Paleontology Faculty United States

P974 Genomic Medicine Faculty United States

P982 Computer Science Faculty United States

A.2 Semi-Structured InterviewQuestions for Preliminary Study
A.2.1 Initial Exploration.

• Can you tell us about what you do and what you are currently working on?
• What are the goals and expected outputs for your project?
• What is the potential impact of your work?
• Do you currently share data on your project and how do you do it?
• Which software systems or tools do you use to share data?
• What is easy/difficult about this process?
• What kind of data do you share and with who? (any collaborators - organizations, institutions,
etc.)

• How do you control who has access to which data?

A.2.2 Observation.

• Can you walk me through the software you currently use to share data with others?
• If you’re comfortable, could you share your screen and talk through your thought process in
each decision you make when using the software.

• What works well? Any challenges?
• Can you tell us about the collaboration tools you currently use?
• Walk me through the process you have for sharing/analyzing data in a collaborative team.
What part is individual and what requires teamwork?

• What works well? Any challenges? Any collaborators you are uncomfortable sharing data
with? Who are those collaborators?

• How do you currently organize your data? What tools do you use?
• Who manages the data? Who has access?
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• What works well? Can you tell us about any challenges you face when managing data?
• Is there any data you are uncomfortable sharing with certain collaborators?
• For each tool (you mentioned xyz software tools you use to share/collaborate/organize data)
• Why do you use that tool? / What are the benefits to using this tool over alternatives?
• (Depending on the task) Do you use this tool with all of the collaborators that you do this
task with?

• What access control concerns do you currently have and how would you address them?
• What access control concerns do you face with X tool? Can you tell me more about those
issues with X tool? Why do you have those issues? ... Y tool? Z tool?

• What happened last time you shared data with others?
• Can you tell me about a time where you were sharing data and ran into a challenge?

A.2.3 Reflection.
• What would your ideal software system do to ensure secure data sharing?
• What would be your ideal way to collectively manage data?
• What functionalities would you prefer to see embedded for more effective collaboration?
• How would you like to give your collaborators access permissions to data? How would you
like to receive access permissions?

• If you could create a hypothetical future technology to make collaborating easier, what would
it be?

B Study II
B.1 Participant Demographics for Study II
B.2 Usability and Access Control SurveyQuestions
B.2.1 System Usability Scale (SUS). Scored from Strongly Agree to Strongly Disagree as outlined
in Brooke’s paper [9]:

• I think that I would like to use this system frequently.
• I found the system unnecessarily complex.
• I thought the system was easy to use.
• I think that I would need the support of a technical person to be able to use this system.
• I found the various functions in this system were well integrated.
• I thought there was too much inconsistency in this system.
• I would imagine that most people would learn to use this system very quickly.
• I found the system very cumbersome to use.
• I felt very confident using the system.
• I needed to learn a lot of things before I could get going with this system.

B.2.2 Other Survey Questions. Scored from 0 to 10 using a visual analog scale, where 0 is Strongly
Disagree and 10 is Strongly Agree:

• I think the system allows me to restrict the access to some of my information to some people.
• I think I have control over what information is shared by the system with other people.
• It is clear whether my information is shared with other individuals or groups.
• I believe that the system will prevent unauthorized people from accessing my information.
• I believe my information is accessible only to those authorized to have access.
• I think that there would be a high potential for privacy loss associated with giving my
information to the system.

• Considering the information I provide to the system, and the people who might see it, I think
it would be risky to give my information to the system.
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Table 3. Participant backgrounds from the usability study.

PID Major(s) Years Using Google Drive

P055 Environmental Studies & Psychology 8

P072 Data Science 5

P113 Biology & Environmental Studies 1

P119 Chemistry 4

P250 Physics & Mathematics 5

P302 Neuroscience, Mathematics 7

P320 Sociology 8

P352 Computer Science & Mathematics 4

P385 Computer Science & Mathematics 6

P594 Economics & Psychology 2

P603 Hispanic Studies 4

P614 Psychology & Philosophy 2

P652 Computer Science & Mathematics 5

P678 Biochemistry 7

P689 Chemistry 9

P764 Environmental Studies 10

P746 Biology 6

P836 Geosciences 7

• Considering the information I provide to the system, and the people who might see it, I think
there is a high potential for information to be shared with the wrong individuals.

• I can understand whether people who I may know (friends, family, classmates, colleagues,
acquaintances, etc.) have access to my information on the system.

• It is clear who is the audience of my shared information on the system.
• I am confident I can restrict un-intended people from viewing my information on the system.
• I am confident I can manage who can view my information on the system.
• I think the system is transparent with who my data is shared with.
• I am aware of the system’s access control capabilities.
• I am aware of what data is shared with which individuals.

B.3 Semi-Structured InterviewQuestions for Study II
• Can you describe your initial impressions of DriveGroups/Google Drive?
• Did you encounter any challenges or difficulties while using DriveGroups? What about while
using Google Drive?

• Can you describe any features in DriveGroups that you found particularly useful? What
about in Google Drive?

• Were there any features that you found unnecessary or confusing?
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• Have you encountered any data sharing concerns or issues while using DriveGroups/Google
Drive?

• Can you describe any data sharing and access features in DriveGroups/Google Drive that
you found particularly reassuring?

• Are there any data control measures you wish DriveGroups/Google Drive would have?
• How transparent is the data access and management process in DriveGroups/Google Drive?
• How likely are you to recommend DriveGroups to a colleague or a friend? Why?
• Are there any features or capabilities you wish DriveGroups would have?
• Is there anything else you would like to share about your experience with DriveGroups
• Are there any features or capabilities you wish DriveGroups would have?
• Is there anything else you would like to share about your experience with DriveGroups?
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